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The problem

|
i USERSPACE ( system calls )| '
LINUX KERNEL E 3
MECHANISMS socket processes
VFS pfocug >l re interface threads RCU | | frameworks DEVICE DRIVERS
1/0-4-DMA—4-IRQ
v v v

. HARDWARE (Seria) (Display) (Ethernet) (.. )

Linux kernel consists of vast amount of source code.
1 ...need to have a quick look into some framework or driver to debug a problem

2| ...need to introduce the project to newcomers (training participants)

Kernel mechanisms Device Drivers
Well designed code (with Code follows specification (not so much
performance/latency/portability in mind) space for fancy algorithms)
Finesse algorithms Lots of boilerplate code
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The solution

VIMor EMACS

exuberant-ctags

ctags parses source code and produces a sort of index mapping the names of significant entities (e.g.
functions, classes, variables) to the location where that entity is defined

cscope
Cscope is an interactive text screen based source browsing tool

LXR - Linux Cross Referece
http://1xr.free-electrons.com

IDE: Eclipse
IDE: Qt Creator
IDE: KDevelop

Non open-source solution:
Commercial IDE ($$$).

The solution 4/50


http://lxr.free-electrons.com

Commercial IDE example: Timesys Timestorm

TimeStorm’

bytimesys-*

Making Application Development Easy

©2002-2014 Timesys Corporation. Al rights reserved.

Timesys, the Timesys logo, TimeStorm, LinuxLink and Factory are trademarks
andor registered trademarks of Timesys Corporation. Al ather company and
product names mentioned are trademarks.of their respective owners.

m Eclipse based.
m Includes proprietary plugins.

m Per-seat licensing.

Commercial IDE example 5/50



IELE]
Edit Source Refactor Mavigale Search Project  Run  Window  Help
=)
= 0 ||gfo® ] | = 8
-
nvert 1o a C/C++ Autotools Project £n outline is not available,
nvert to a C/C++ Project (Adds + Mature)
Jox
6 Rename...
M Refresh
Convert Line Delimiters To
Project Mamne: Imy-modula
Ctrl+P
Create project using:
(s) SDK
¢y Import... .
SDK Type: (®) Factory SDK ‘focto SDK Other 5DK
1 Export..
Properties SDK: n
Exit SDK Kernel Source: fhome/marcin/timesys/wandboard_quad/kernel-sourceinux-3.0 [
[21 Problems
0 iterns ) External Kernel Sources ll
D ti [
sscrphion External Kernel Source; Archive...
Back Mext = | Cancel Finish
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Eclipse
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Eclipse

Eclipse CDT - Eclipse IDE for C/C++ Developers
http://eclipse.org/

Eclipse from Ubuntu package:
aptitude install eclipse-cdt eclipse-cdt-launch-remote
Ubuntu 14.04 LTS contains - Juno (3.8) ... Ubuntu 16.04 LTS contains - Juno (3.8) (the same)

Use newer version:
Kepler (4.3), Luna (4.4), Mars (4.5), Neon (4.6)

S @ oclipsey S edlipse

M neon.1



http://eclipse.org/

~T
o

& Eclipse Downloads .
v&|[Brome Q) =

& ) 3 | @ eclipse.orgrdownioads:

Eclipse IDE for C/C++ Developers

©+ Downloaded 26,348 Times

An IDE for C/C++ developers with Mylyn integration

Linux 32 Bit

v eclip:

$ aptitude install openjdk-8-7jdk
$ update-alternatives --config Jjava

= System must have proper version of Java SDK installed:
for Kepler minimal version is 6

for Luna -7
for Mars and Neon - 8

$ tar —-xf eclipse-cpp-neon-1l-linux-gtk-x86_64.tar.gz
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Run Eclipse

$ source /opt/poky/2.1.1/\
environment-setup-cortexa9hf-neon-poky-linux—-gnueabi

S export export SWT_GTK3=0
$ ./eclipse/eclipse &

Hint: set compiller PATH before runninf IDE - it will inherit exported settings.
Just export PATH=. .. if using Linaro toolchain

Hint: in Xbuntu, SWT + GTKS3 looks ugly,
force useing GTK2 (not needed in case of Debian, Fedora, SUSE)
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Prerequirements

Kernel sources has to be configured.

Initial steps of build process has to be executed.

Why?
include/generated

include/generated/autoconf.h
Contains kernel configuration generated from . config:

#define CONFIG_RING_BUFFER 1

#define CONFIG_HAVE_ARCH_SECCOMP_FILTER 1
#define CONFIG_SND_PROC_FS 1

#define CONFIG_SCSI_DMA 1

#define CONFIG_KERNEL_GZIP 1

#define CONFIG_ATAGS 1

#define CONFIG_INPUT_KEYBOARD 1



New project

= Edit Windaow
Shift+Alt+H ¢ IMakefile Project with Existing Code

Open Fle... & C++ Project

Source Refactor  Mavigate  Search  Project Run Help

hift+CirleWy il Project..,



v

Jox
C Project
1, Directory with specified name already exists.
1
IPruJecl name: ‘m_v—Ke\ nel | I

\:| Use default location 2

Location: |shome/marcin/linux-imxe || Browse...

Choose file systerm: | default =
Project type: Toolchains:
* == GNU Autotools seltber Toolchain o
* == Executable
@& Emply Project

GIO FLtotoars foorhai 4
@ Hello World ANSI C Project Linux GCC

¥ = Shared Lbrary

» = Static Librar

F (= Makefile project
-

[ Show project types and toolchains only if they are supported on the platform

5

@ Back Cancel | Fnish |

Configure for Linux Kernel

New -> C Project

Set project name (it is just for Eclipse)

Project directory will be created in
workspace, indexes will be stored here.

Do not use default location (workspace).
Point to directory containing kernel
sources

Project configuration will be stored here.

Kernel is build using make, so choose
Makefile project.

...and it is using cross-toolchain.
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Project is created. . .

— roplems wél dsKSs onsole roperties oo Ca ra rogress
[# Probl Tasks & Console [ Properties i} Call Graph | =g Progress 52

C/C++ Indexer

=ofl

Indexing: 97/44,849 sources, 739 headers: parsing sys_takara.c (/linux/arch/alpha/kernel)

_. Building workspace (Sleeping)
0.

OK

... but IDE is barely usable:

static struct platform_driver wl gpio_driver = {
.driver = {
.name = "wl-gpilo",
.pm = &wl _gplo_pm ops,
.of_match_table = of _match_ptr(wl_gpio_dt_ids),

L

¥,
.probe = wl_gpio_probe,
.remove = wl _gpio_remove,

};

E

module platform driver(wl gpio _driver);

MODULE DESCRIPTION("GPIO wl bus master driver");
MODULE AUTHOR("Vville Syrjala =syrijala@sci.fi>");
MODULE LICENSE("GPL");

RN ON S 5 R W LW O I R S O I S I N OV 8 )
SEHNEWUNHEOODOSNOO S W

®=]=]

J LD L) L) G ) W) R R RS R R ORI R

H

Configure for Linux Kernel
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w1-gpio.c
> built-in.o - [arm/le]
> w1-gpio.o - [arm/le]
53 Keonfig
L& Makefile

|2 modules.builtin

|2 modules.order
B 2y slaves

» [ wi_family.c
B (1 wi_family.h
» [f wi_int.c

» 5 wi_inth

» [f wi_ioc

» (5 wi_log.h

P & wi_netlink.c
P[5 wi_netlinkh

13- static int wl_gpio_probe(struct platform device *pdev) L} o linux/of_platform.h
14 . .
15 struct wl_bus_|naster *master; & linux/of_gpio.h
16 struct wl_gpio_platform data *pdata; o jinuxserr.h
17 int err; =
18 8 o linux/ofh
19 if (of_have_populated dt()) { O
20 err = wl_gplo_probe_dt(pdev); S linoydelayy
21 if (err = 0) u JSwlh
22 return err;
23 } o /wi_inth
24 ©  wi_gpio_set_pullup(y
25 pdata = dev_get_platdata(&pdev->dev); -
26 ) SW1_gpIﬂ_WHtE_b\t_dll
=
& Problems 52 J=| Tasks & Console [T Properties % Call Graph =g Progress ¥ = 0
7 errors, 3 warnings, 0 others
Description Resource Path Location Type
¥ @ Errors (7 items)
@ Field 'data’ could not be resolved wi-gpio.c flinux/drivers/w1/r| line 156 emantic Error
@ Field 'read_bit' could not be resolved wi-gpio.c flinux/drivers/wi/r! line 157 emantic Error
Writable SmartInsert  115:19 .

Could not find symbol ‘w1_bus_master' in index

Configure for Linux Kernel




Modify project settings

Close Project

Build All Ctri+e
Build Configurations >
Build Project

Build Working Set >
Clean...

Buld Automatically

Make Target >

| FropEmies )y L

Configure for Linux Kernel



Jax
pe filter text 4 | Preprocessor Include Paths, Macros etc. =l v -
3 Resource
Builders Configuration: | Default [Active ] v | |Manage Configurations...
> ZfC++ Build | |
Iv /C++ General I —
= Code Analysis ‘ Entries |I <—Providers |
Documentation Languages Setting Entries
HiEYypes Assernbly Iv} =
formatiey B¢ Exported Entries frorm Referenced Projects [ Shared | -
Indexer Jear Entries

Language Mappings

Paibs and Svmbol

TroTNng Categories
Git
Linux Tools Path
Project References
Run/Debug Settings
Task Repository
WikiText

@

= CDT GCC Build Cutput Parser

» B CDT Cross GCC Built-in Compiler Settings

¥ CDT Managed Build Setting Entries [ Shared |

vl Jox
E - Project Path -
Fle: |inclL|dexgenerated:‘aumcnnf.n ‘ |l= .| |Variables...

[ ] Treat as built-in
Cancel

QK

Expart

IMove Down

Apply

OK

Configure for Linux Kernel

Force-include
include/
generated/
autoconf.h
for every file
parsed by
indexer.

Add it as
Preprocesor
macros

file

include/
linux/
kconfig.h
for newer

kenels
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Before:

#El wi-gpio.c 2@]

- L e e e
68 }

=]

70 #if defined(CONFIG OF)

71 static const struct of_device_id wl_gpio_dt_ids[] = {

72 { .compatible = "wl-gpio" },

73

74 };

75 MODULE DEVICE TABLE(of, wl_gpio_dt_ids);
76 #endif

77
78-static int wl_gpio_probe_dt(struct platform device #*pdev)

81 struct device node *np = pdev->dev.of_node;

a2 int gpio;

84 pdata = devm_kzalloc(&pdev->dev, sizeof(*pdata), GFP_KERNEL);
a5 if (!pdata)

86 return - ENOMEM;

a8 if (of_get_property(np, “'Llnux open-drain®, NULL))

80 struct wl_gpio_platform_data *pdata = dev_get_platdata(&pdev->dev);

25 ndata->is nnen drain =

After:

[€] wi-gpio.c 23] -]
or reLuTn gplo_geL valus\paaia-sping f L 5 U;
68 }

69
70 #if defined(CONFIG_OF)
71 static const struct of_device_id wl_gpio_dt_ids[] = {

72 { .compatible = "wl-gpio" }

73 {1

74 ;

75 MODULE_DEVICE TABLE(of, wi_gpic_dt_ids);

76 wendif

77

78-static int wl_gpio_probe_dt(struct platform device *pdev)

79

80 struct wl_gplu_platfurm_det‘e *pdlata = de\c_get_platdata(&pdevodev):

Eclipse Configure for Linux Kernel




Properties for first Jox
ter text 4 | Preprocessor Include Paths, Macros etc. - P 4 .
Force-include
3 Resource
Builders Configuration: | Default [Active | ~ | |Manage Configurations. .. include /
fC++ Build 4
> ESmE | linux/
v C/C++ General - -
. Code Analysis o=Providers| pri ntk.h fOI’
Docurmentation etting Eoirie i
Languages L L every flle
Fle Types Assembl & it
Formatter I Aab-kernelincludedinu/printi.h T parsed by
ear Entries
Indexer [ Aab-kernelinclude/generated/autocont h BE— Indexer
Language Mappings 1] Exported Entries from Referenced Projects [ Shared ] | Export | '
Paths and Svrobol T U = rovcee e ot Doecar I T
I v ox
Protling Categones Include Fle || Project Path [+ ] Depend|ng on
Li Tools Path
rux ool Fa Fle: |\nclude./]inuxz'printk.h || = . the kernel
Project References D . th
i version, other
Run/Debug Settings 1 ] Treat as buitt-in €rsio ’
»  Task Repository flles may be
WikiText o d d (
needed (e.g.
oK || Cancel | LI sched.h




Jgx

»

filter text

Resource
Builders
&/ C++ Build

4 | Preprocessor Include Paths, Macros etc.

Configuration: | Default [Active ]

- - -

¥ | |Manage Configurations..

O/ C++ General

Code Analysis
Docurmentation

File Types
Formatter

Indexer

Language Mappings
Paths and Symbols

InA |5/ COT GCC Buid Output Parser
[W &3 COT Managed Build Setting Entries [ Shared |

Binary Debug Data Entries [ Shared

| f COT Cross GCC Built-in Compiler Settings [ Shared |

I Tim e nT e o o

T = S—

I Language Settings Provider Options

Profiing Categories
Linux Tools Path
Project References
Run/Debug Settings
Task Repository
WikiText

Cear Entries

Reset

Restore Defaults Apply
Cancel | QK

Configure for Linux Kernel

Eclipse calls
toolchain to get
default include
directory and
defines.

Kernel does not
use standard
include
directories.
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$ make ARCH=arm CROSS_COMPILE=arm—-linux—-gnueabihf- zImage V=1
arm-linux-gnueabihf-gcc -Wp,-MD,drivers/mmc/host/.sdhci.o.d —nostdinc -isystem
../lib/gcc/arm-linux—gnueabihf/5.3.1/include -I./arch/arm/include
-I./arch/arm/include/generated/uapi -I./arch/arm/include/generated -I./include
-I./arch/arm/include/uapi -I./include/uapi -I./include/generated/uapi -include
./include/linux/kconfig.h -D__ _KERNEL _ -mlittle-endian -Wall -Wundef
-Wstrict-prototypes -Wno-trigraphs —-fno-strict-aliasing -fno-common
-Werror—-implicit-function-declaration -Wno-format-security -std=gnu89
—fno-dwarf2-cfi-asm -fno-omit-frame-pointer -mapcs -mno-sched-prolog
—-fno-ipa-sra -mabi=aapcs-linux -mno-thumb-interwork -mfpu=vfp -funwind-tables
-marm —-D__ LINUX ARM ARCH =7 -march=armv7-a -msoft-float -Uarm
—fno-delete-null-pointer-checks -Wno-maybe-uninitialized -Os
—--param=allow-store-data-races=0 -Wframe-larger-than=1024 -fstack-protector
-Wno-unused-but-set-variable -fno-omit-frame-pointer -fno-optimize-sibling-calls
—fno-var-tracking-assignments -g -pg -Wdeclaration-after-statement
-Wno-pointer-sign —-fno-strict-overflow —-fconserve-stack -Werror=implicit-int
-Werror=strict-prototypes -Werror=date-time -Werror=incompatible-pointer-types
—-DCC_HAVE_ASM_GOTO -DKBUILD_BASENAME='"sdhci"’ -DKBUILD_MODNAME='"sdhci"’ -c -o



my-kernel ax

type filter text Paths and Symbols Sy v ow

3 Resource
Builders Configuration: [Default [ Active |

3 T/ C+ Build

v O/CH+ General
. Code Analysis

Docurmentation Languages Include directories l I
Fle Types bl @ fmy-kernel/includ;
Farmatter

ndexer e : | e ||| Set proper
' - include

Niove Up directories.
Profiing Categories

Git
Linux Tools Path
Project References (1) "Preprocessor Include Paths, Macros etc.” property page may define additional entries
Run/Debug Settings [ Show built-in values
3 Task Repository

& Import Settings...| | B Export Settings... |

WikiText

[Resmre Defau\ls] l Apply ]

@ e




"Good enough" configuration for working with external modules:
m include
® arch/arm/include
m optional: arch/arm/mach-<MACH>/include, arch/arm/plat—-<MACH>/include

Some functions and macros will be marked as syntax error by indexer.
"Better" configuration:

= Add all directories, verbose build output contains.

= Add -isystemdir - it contains compiler specific options (eg. va_11ist definitions.



type filter text €@ Paths and Symbols oo - -

¥ C/C++ General

X Configuration: \Default [ Active ] :‘ \Manage Configurations...
P Code Analysis
Documentation
File Types ) e E .
4 2 Incudes # Symbols | mj Libraries = ® LibraryPaths (3 SourcelLocation *
Formatter
Indexer Languages Symbol Value

Language Mapping GNUC kene_
Paths and Symbols # _LINUX_ARM_ARCH_

Preprocessor Incluc

Set symbols.

Profiling Categories

Git

Linux Tools Path

Project References "Preprocessor Include Paths, Macros etc.” property page may define additional entries
Run/Debug Settings (v Show built-in values

P Task Repository

¥ Import Settings...| |58 Export Settings...

Task Tags

P Validation
| ee—

IRestore gefaultr.] I Apply I




Lookingat writel () or iowriteX () callin a driver source code, shows a proper
implementation being used:

[ i2c-imx.c [A barrierh &2

L5 @Fenuil

14
15 #if _ LINUX_ARM ARCH == 7
#define isb(optien) _ asm__ _ velatile_ ("isb " #option : : : "memory")
#define fEY(option) __asm _ _ volatile  ("dsb " #option : : : "memory")
#define dmb(option) __asm__ _ volatile_ ("dmb " #option : : : "memory")
19 welif defined(CONFIG_CPU XSC3) || _ LINUX_ARM ARCH == 6
20- gdefine isb(x) __asm__ _wolatile _ ("mer pl5, 0, %0, c7, c5, 4" \
21 i "rt (0) : "memory")
22-#define dsb(x) __asm__ _ volatile__ ("mcr pl5, 0, %0, c7, clO, 4" \
23 i "rt (@) : "memory")
24-gdefine dmb(x) __asm__ _ volatile__ ("mcr pl5, 0, %0, c7, cl@, 5" \
25 et (@) @ "memory")
5 welif defined(CONFIG_CPU FAS26)
- #define isb(x) __asm__ __wolatile_ ("mcr pl5, 0, %0, c7, c5, 4" \
e (@) : "memory")
dsb(x) __asm__ _ volatile__ ("mcr pl5, 0, %0, c7, clO, 4" \
et () : "memory")
31 #define dmb(x) __asm__ _ volatile_ ("" : : : "memory")
#else
#define isb(x) _ asm__ _ wolatile_ (" : : : "memory")

24~ #dafina dshl«) acm wnlatila ("mrr 1S A %A c7 cl0 4" N

-~ Eclipse | Configure for Linux Kernel
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/e General
Code Analysis
Documentation
File Types
Forrnatter
Indexer

Language 1Mappings.
| Paths and Symbols |

T T P
Profiing Categories

ait

Linux Tools Path

Project R

Choose folders or files to exclude:

vl Properties for my-kernel gx
Paths and Symbols Gy Doy
Resource
Builders e | Default [ Active | v | [Manage C )|
/o Build ‘

Exclusion patterns for 'my-kernel's

(Esource Location || (§

Ty archialphal

Remove

Aun/Deb
Task Rep
ikiText || [ £ arch
» #= apha
v o
©) > = armed

> a3z
» & blackfin
> & cbx

» & cris

> & v

» & hB300

» 7= hexagon
b a6t

Restare Defaults Apply.

| Gancel ||

ok |

Cancel oK

Configure for Linux Kernel

arch directory, contains
architecture-specific files.

The filter has to be defined to
exclude all subdirectories for
architectures not used in current
configuration.

m select all subdirectories of
arch/ butarch/arm

m select tools, scripts,
Documentation



Joax
filter text 4 Indexer 0w v -
3 Resource
Builders I [™ Enable project specific settings I [ ] store settings with project
3 &/ C++ Build
[»f Enable indexer
v C/C++ General
N Code Analysis Indexer options
Docurmentation || Index source files not included in the build |
Fle Types [wf Index unused headers H
- pes Do not index
ormaticr D Index all header variants fl t
I Index all variants of specific headers: 1ies no
LEnEUREE [EpFnES ' | included in build
Paths and Symbols
Preprocessor Include Paths D Index source and header files opened in editor - saves |Ots of
Profiling Categories [w Allow heuristic resolution of includes t
) —_ ime.
Git Skip files larger than: |z | e
Linux Tools Path . Prom—
Skip included files larger than: |16 IMEB
Project References
RUN/Debug Settings [ skip all references |Call Hierarchy and Search will not work)
3 Task Repository D Skip implicit references (e.g. overloaded operators)
WikiText [ skip type and macro references (Search for these references will not work)
Build configuration for the indexer
Cancel | QK




vy
type filter text 4 C/C++ Build =T v -
» Resource

Euilder: v | |Manage Configurations.

‘ Configuration: | Default [ Active ]

T EeTeTa
Git

Linux Tools Path
Project References
Run/Debug, Settings
Task Repository
WikiTesxt

|. [ElBuilder settings || 1% Behaviour || £+ Refresh Policy
Builder

Builder type: External builder

| | Use default build command I

Build command: |fmaka ARCH=arm CROS5_COMPILE=arm-poky-linux-gnueabi-

I|,\;"arial:)les .

IMakefile generation

| |:| Generate Makefiles automatically [ Expand Env. Variable Refs in Makefiles

Build location

Build directory: [Is{workspace_loc:f'my-kernel}.f

|Workspace...| |FAle system...| |‘ariables...|

| Restore Defaults | Apply ]

Cancel | | oK |

Configure for Linux Kernel

make
parameters to

build the kernel.

Setting
environment
variables may
be needed as
well.
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vl Properties for Idd ax
type filter text a Environment & - -
P Resource

EBuilders Configuration: | Default [Active ] = ‘ ‘Manage Canﬁguranons...‘

¥ (O/C++ Build

Build \ariables

Logging
Settings
Tool Chain Editor
B C/Ce+ General
Linux Tools Path

Project References
Run/Debug Settings

P Task Repository
WikiText

©)

Mame

Walue:

Cancel

Environment variables io set

ariable

Qrigin

(®) Append variables to native environment

() Replace native environment with specified one

v Edit v: ble X

[ parh

“‘Dln:foptfpokyﬂ.sty5routs!x86,64-pokysdk-llnuxmsr»t] |

“Wariables

b ok

Select..,
Edit...
Delete

Undefine

Apply

Configure for Linux Kernel

If you executed
Eclipse from
shell configured
to use toolchain
- patch is
already set.

Saving itin
Eclipse as
USER:
CONFIG will
allow us to run
IDE from any
shell.
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Rebuild the index:
[» £ vexpress_k
Rename... F2

/B—-\ | -

uild Configurations
Make Targets >

| - 1 5

Show in Remote Systemns view Freshen All Files

This step usually resolves any errors.

[2. Problems vz Tasks El Console = Properties i Call Graph =g Progress & % Y = &
C/C++ Indexer B

= ] )

]

Indexing: 8 952/13 109 sources, 7 362 headers: parsing atafb.c (/linux_kernelfdriversividea)
. Building workspace (Sleeping)

5% ~

Indexing will take a few minutes. As for Linux 3.14: about 800-900MB of data will be created in
workspace directory and about 16500 files will be parsed (exact figures depends on kernel version
and configuration).

For 4.8: index takes 1.1GB, 19000 files



Building kernel

Now Eclipse can be used to build kernel.
Messages printed in console:

0

m. Problems ¥ Tasks B Conscle 32 | E Properties #i Call Graph

= Lo |§\

CDT Build Console [vexpress_kernel]

CALL scripts/checksyscalls.sh
CHK include/generated/compile.h
CHK kernel/config_data.h
Building modules, stage 2.
Kernel: arch/arm/boot/Image is ready
MODPOST 1 modules
Kernel: arch/arm/boot/zImage is ready

13:17:03 Build Finished (took 7s.112ms)

You may want to create additional make targets to make it easier to work with code.

e.g. dtbs

-~ Eclipse | Configure for Linux Kernel
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Out-of-tree kernel modules

Our kernel module is build out-of-the-tree.
Makefile defines targets to build and clean code.

Configuration checklist:

1

Create new C project, pointing to existing module sources.
Use the same method as for kernel.
You may also use a shortcut: Makefile C project using existing code.

Indexer has to be informed about kernel configuration - include aut oconf . h from kernel project.
Include printk.h if needed.

Turn off searching include paths build-in into toolchain.

Set proper include path instead (same as in case of kernel: include, arch/arm/include).
Define __KERNEL___and __LINUX_ARM_ARCH__ (=7) symbols.

Do not define filter - not needed.

Define additional make targets.



The result

Teax

Ll iR - &
chlcmE Y D,
Rurroject bl 38 = B [3 rmmodtc
% v v
» st =F 31=/
» {55 > lab-kernel finuxim g 32
S — 33
34=s
» 4 Binaries 35
» ) nciudes 36 {
» [8 croutc 37
> [B enorkerc 38
» [8 noutc
» [8 mmep_userc £
» [ mmodic a
+ [8 mmod1modc 41
» Bric 42
e 43
» [@) seriak-skel.mod.c 44
» &) shm_userc 45
» [8 unoue 46
. i; mmep_user - armie] 47
» [ mmodiuo - prmte]
* [ mmod1.mado - armae jg
» 5 mmodi.o- farme]
» %5 prog - larme] ED
» [ serial-skel ko - farme] 51
+ [ serialskelmod.o - farm 52
» (&) seriakskelo - farme] 53
I ——— 54
» [3 shm user o - farmte] ECIRY
5 serinkskel

Search Project  Run  Window Hep

S R R I R T MR N T - D R R

[quicecsss )| & | [EEHGIE €8 Remote system bxparer

b =

* This function implements page fault. It is called when MMU,
* tries access memory map for a first time. It is given a map de
* and should set proper physical page and offset in vm_fault. */
tatic int mmap_fault(struct vm_area_struct *vma,

struct vm_fault *vmf)

struct page *page;
struct mmap_info *info; /* our data */

/* Check if data is there. */
info = (struct mmap_info *)vma->vm_private_data;
if (!info->data) {
printk(KERN_ALERT "No data\n");
return VM_FAULT_SIGBUS;
}

o

@ ® W

JEAD®E

static inline void get_page(struct page *page)
/* Get plig

page = v if (unlikely(PageTail(page)))

if (likely(__get_page_tail(page)))
/* Incre return;
get_page /%

* Getting a normal page or the head of a compound page|
vnf->pag * requires to already have an elevated page->_count.
return *)

VM_BUG_ON(atomic_read(&page->_count) <= 0);
atomic_inc(&page->_count);
i3
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m 3.14.56-drivers/mmc/host/sdhci.h

2512 static irqgreturn_t sdhci_irg(int irqg, void xdev_id)
2561 tasklet_schedule (&host—>card_tasklet);

s Resources §3

2016 Mar 06 16:22:06.837400 162206837450 16:22:06.837500

O kernel
CPUD
IRQ 55 | | |
IRQ 58
IRG 68
IRQ 87
IRQ 150
SOFTIRG 1

SOFTIRQ 6 ] | ] ]

SOFT_IRQ 9




Debugging

Eclipse can be use as a front-end got gdb. Debugger loads kernel image from file and connects to
system running the same kernel, which KGDB enabled. Both systems are connected via serial
console. We have to install additional plugin to enable connectivity - C/C++ GDB Hardware

Debugging.

T Ex
a - X v -
Quick e o) o/e
ox
Available Software
(heck the iterms that you wish to instal. _J]
) -
Wiark with; | [Luna - httpy//download ecipse org/ieleasesduna - I‘ Add. |
Find more software by working with the * Aualable Softwars Sites” preferences.
[type fiter text
Name Version
» [=] 0if iiobile and Device Development
/G Remole (over TCH/TE) Run/Debug Launcher 1.20.201405271222
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v

Create, manage, and run configurations

€3 Project does not exist

Jox

—+l,
5 harne: [New_conﬂguration ]
" ] IMain 3@? Debugger} =3 SIartupT E_/ Sourcew =) gommon}
E O/ G+ Application
E O/ G+ Attach to Application
E O/ C++ Postmortern Debugge
© | C/Ce+ Remote Application | Variables... | |Search Project.. || Browse.. |
[ L4 GDEB Hardware Debugging Project:
E I [my-kernel I ] Browse...
B Launch Group Build (if required) before launching
Build configuration: Use Active b
[ Select configuration using 'C/C++ Application’
() Enable auto build () Disable auto build
(®) Use workspace settings Configure Workspace Settings
Riter matched 7 of 7 items Using GDE (D5F) Hardware Debugging Launcher - | Apply || Revert |
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vl Jox

Create, manage, and run configurations

€3 [Main]: Project does not exist

. = !

L1 = x = 57T Mame: [New_conﬁguration

[type fitter text d ] Main | 5 Debugger|* = 5tartup} B 50urce} = gommonw
[£] ©/Cr+ Application GDB Setup

E G+ Attach to Applicatic
[£] ©/C++ Postrmortern Debu
[£] ©/C++ Rernote Applicatior
» [£] GDEB Hardware Debuggin || | Remote Target

GDB Command:
I[a’optr‘pokyﬂ .6.‘1.-’sysroots.-’xﬁﬁ_ﬁ-’i—pokysdI-;-Iinuxﬁ.lsr.-’binfarm-poky-linux] IErowse...| |ariables... |

[c] [ Use remote target
= Launch Group

|TAG Device: | Generic Serial v |

GDE Connection String: a’devhtyUSB[ﬂ

|:| Force thread list update on suspend




File Edit Source Refactor Navigate Search Project Run Window Help

E——y

[uickaccess | 1 5| ) v [

g~ [ IO B0 QU ®C P vilvrmaYD .
4 Debug 52 | # = 0 (e Voriables 53 | 9 Breakpoints i Registers B Modules #0I0d * =0
¥ [E] linux-rpi Default [GDB Hardware Debugging] H Name Type Value
v
»
»
»
.
v
0
[¢ inoutirgc  [d inout_userc | Makefile [ m08_mmap modc  lmmh  [difh [de00c [gsnullc  [dschedh = kernel  [c debugcorec X} = B | E= Outline X DR o% Y= 0
1067-noinline void kgdb_breakpoint (void) u cernel N
1068 { u Kernel
1069 atomic_inc(&kgdb_setting breakpoint); Bl # pmo
_ £ )| ) o inuwpid namespaceh
1070 wmb(); /* Sync point before breakpoint */ Y a—
1071 arch_kgdb_breakpoint(); U linuwserial_coreh
1072 wmb(); /* Sync point after breakpoint */ o linuinterrupth
1073 atomic_dec(&kgdb_setting_breakpoint); 2 linuspiniockh
1074 u linux/console.h
1075 EXPORT_SYMBOL_GPL (kgdb_breakpoint) ; | i
1076 u linuxuaccessh
L. . . o lnuckemelh
1077-static int __init opt_kgdb_wait(char *str) H o linumoduleh
1078 { o linuvptraceh
 Console 5| ] Tasks £ Problems (3 Executables () Memory . R #B-8-=n0
bihfgdb (7104.20160210)

I
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Qt Creator
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Edit  Build Debug Analyze
E. New File or Project...
B Open File or Project...
Open File With...

Recent Files

Choose a template:

Ot Creator

Tools Window Help

Ctri+0

Other Project

Mon-0t Project

iles and Classes

Projects @ Bazaar Clone (Or Branch)
Application 333 Git Repository Clone
Library 1” Mercurial Clone

—
;: Subwversion Checkout

L8] cvs Checkout

Import g Project

)t 5.4.1 GCC 64bit & Search in Examples...

Desktop Templates -

Imports existing projects that do not use gmake,
CMake or Autotools. This allows you to use Qt
Creator as a code editor.

Platform independent
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E> Location
Files

Summary

Import Existing Project

Project Name and Location

Project name: | mykernel

Location:

| fhome/mardn/linux

Mext >

Cancel

Out-of-tree modules project

42 /50



Location

> Files

Summary

File Selection

Show files MaLENINg: | *.c; .0, *.CPP; *.CB; *.006; *.Co+; %1 %1, *.Npp; *.1;

Hide files matching: F.o; * lo; * la; +.0bj; +~; * files; *.config; * creator; *.user; *.includes;

tosone

vyO i’
v [ & arch
» [ [ alpha
» [ i arc
v () [ am
» [ [ boot
b [ & common
o [ configs
M & cypro
o [ firmware
(& [ include
W [l kernel
» & @ m

>
>
>
>

» [ B mach-omapl
» o [ mach-omap2
» [J [ mach-orionsx
> o B mm

b [ [ net

(V[ wipe

(o [ oprofile

[ &l platiop

(o [ platomap
() & plat-orion
([ &l plat-pxa

() & plat-samsung
([ &l platversatile
™ [ probes

(o [ tools
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Import Existing Project
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v mykernel.includes [master] - Ot Creator =Ox
File  Edit Build Debug Analyze Tools Window Help

*« » B
‘| include o
~|arch/arm/include
“|arch/arm/mach-omap2/include
arch/arm/plat-omap/include

Line: 5, Col: 1 B+

mykernel.includes

¥ | mykernel [master]

Welcome

|= mykernel.config
ALY A= = AT =
B mykernel.includes I
B arch
Debug B [ block
b @ crypto
Projects ¥ [ drivers
P [l accessibility
B [ acpi
P &1 amba
B[] android
B ata
=

Analyze

Default

w

Y o locate rl+K) lssuesn Search Res...n Application...| Compile O... ML/|S
Eclipse Out-of-tree modules project




v mykernel.config [master] - Ot Creator =Ox
File  Edit Build Debug Analyze Tools Window Help

*« » B

. // Add predefined macros for your project here. For examp -
- // #define THE ANSWER 42

|=] mykernel.files ~|#define _ KERNEL

|=| mykernel.includes | #include =generated/autoconf.h=
B [@ arch 5 |

Debug B [ block

b @ crypto

Projects ¥ [ drivers

P [l accessibility
B [ acpi

P &1 amba
B[] android

B ata
=

L 13

mykernel.config Line: 5, Col: 1 B+

Analyze

Default sl
i
mykernel.config

Issues n Search Res...n Application...|
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c-omap. c [master] - mykernel - gt Creator

Window  Help

File Edit Build Debug Analyze Tools

mykernel

m | Editor | CodeStyle | Dependencies

Add Kit v

| manage kiss... |

Welcome.

Desktop

Build Settings

Editbuild configuration: |Default || Add v

Rename...

Generic Manager

Build directory: | /home/marcin/linux | eromse..

Build Steps

(=} Make: make ARCH=arm CROSS_COMPILE=arm-linux-gnueabiht- all

Help

Override make: | |

mykernel
Make argu memsi | ARCH=arm CROSS_COMPILE=arm-linux-gnueabihf- I |
= Targets: ™ all
Default
] dean

>

Add BuildStep ¥

Application.. {8 compile ©. QMLIS C
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Comments or questions
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Additional files

Additional files used during the presentation.

http://bis-linux.com/ELCE/


http://bis-linux.com/ELCE/

